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Abstract: Smart internet of things (IoT), with its high flexibility, adaptability, and continuous evolution, brings
both new challenges and enhanced user experiences. In particular, the endogenous security and secure transmission
issues faced by IoT edge-area smart terminals, due to uncertain threats like unknown vulnerabilities and backdoors,
are of considerable concern in the realm of smart IoT. To address these challenges, a security protection method
based on mimic defense and Paillier encryption for smart loT terminals was proposed. First, a security architecture
was constructed based on the mimic defense theory to ensure the reliability and robustness of the system even when
the edge domain smart terminal had its own security genetic defects. Then, a secure blind signature with Paillier en-
cryption (SBSPE) algorithm was designed in this architecture to safeguard the data and privacy of the edge-area
smart terminals throughout the data processing lifecycle of edge-area smart terminals. Blind signature technology
was integrated into SBSPE algorithm on the basis of Paillier semi-homomorphic encryption algorithm. During data
encryption, it employed blind factor technology to execute a blind signature, rendering ciphertext information inde-
cipherable even if an attacker obtained access to the decryption key of the Paillier encryption algorithm. It also ef-
fectively supported the efficient and reliable transmission of data of the intelligent IoT devices. Finally, taking the
mimic smart [oT system as an application scenario, the proposed method was theoretically analyzed and experimen-
tally validated for its improved performance and security.

Keywords: smart IoT, edge-area smart terminals, mimic defense, DHR architecture, Paillier encryption algorithm
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Figure 1 ~ Security protection architecture of intelligent iot terminal based on mimicry defense
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Figure 3 Initialization result of edge intelligence layer
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Figure 9 Experimental results of encryption efficiency
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